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1. Important Instructions

Thank you for using eSecu FIDO2 Security Key!

Please read this manual before operating your eSecu FIDO2 Security Key (FIDO2 Security Key

for short) and keep it for future reference.

2. Product Overview

eSecu FIDO2 Security Key is a hardware authenticator supporting FIDO2 standard and FIDO
U2F standard, as well as HOTP algorithm. It can be used on FIDO2-enabled or U2F-enabled
services and applications as a factor of two-factor authentication, multi-factor authentication
or passwordless authentication, and as an OTP device to secure the network account that

needs login protection.

3. Product Picture

5°2e=) Secul

The button has the following lighting states:

Steady white light: Insert the FIDO2 Security Key in the computer’s USB port.

Flashing white light: The FIDO2 Security Key blinks white light when received an

authentication request. Press the button to complete the sign-in.

www.excelsecu.com
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4. The Basic Operation of FIDO2

4.1. Register (First Time Only)

1. Enter the username and password to log in to any application that supports FIDO

U2F/FIDO2.
2. Insert the FIDO2 Security Key in a USB-A port.

3. Add the FIDO2 Security Key to your account(s).

4.2. Signing-In (After Completing Registration)

1. Open the website you want to log in.
2. Enter your usual username and password (for U2F-enabled services).
3. Connect the registered FIDO2 Security Key to your computer.

4. Authenticate with a simple press of the button.

5.How to use FIDO2 Security Key with

Microsoft for passwordless login

You need to use the Edge browser and Windows 10 operating system, and the system version

must be 1809 and above.

5.1. Register the FIDO2 Security Key

1. Click “My Microsoft account” after signing in.

www.excelsecu.com




beocellZr

All Microsoft ~

B Microsoft

Search O

Cart & @

Sign out

2. Select “Security”.

Rewards

Microsoft Rewards

Earn points when you search with Bing
or shop with Microsoft Store on Xbox

Privacy

Your privacy is important

View and manage the personal data
stored with your Microsoft account.

Security

Update your security info

Make sure your info is up-to-date if
you forget your password.

Help

"

Account help

Get expert answers and advice on
Microsoft products and services.

and Windows.

Learn more > Activity history > Update > Get help >

3. Click “more security options”.

Security basics

Make your account more secure,

Change your password Update your security info

s \

Make sure your info is up to date. This is how you'll prove
you're you if you ever forget your password.

UPDATE INFO

Review recent activity

Make your password stronger, or change it if you think
someone else knows it.

CHANGE PASSWORD >

Done with the basics? Explore[more security options|to help keep your account secure.

See when and where you've signed in, and let us know if
something looks unusual.

REVIEW ACTIVITY >

4.  You will be asked to verify your identity.

www.excelsecu.com
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B Microsoft

com

Verify your identity
E Email - m

I have a code

I don't have any of these

B Microsoft

<« om
Enter code
=1 We emailed a code to n

Please enter the code to sign in.

Code

D Don't ask me again on this device

5. After the verification is passed, enter the “Additional security options” page, and click

“Set up a security key” under “Windows Hello and security keys”.

Windows Hello and security keys

Now you can sign in without a password using Windows Hello or security keys. A security key is a physical device (like a USB security key) that you can use to sign
in to your account instead of a password. Learn more about signing in with Windows Hello or a security key.

Set up a security key

Set up Windows Hello

Manage your sign-in methods

6. Click Next, and insert the FIDO2 security key when prompted.

www.excelsecu.com
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Set up your security key

Have your key ready

ﬂ USB device m NFC device

To use a USB security key, when prompted, plug it into your USB port. Then touch
the gold circle or button if your key has one when prompted for follow up action.

For detailed instructions on how your keys should be connected, please visit your key manufacturer's website.

7. Verify the PIN of your security key.

Please enter your security key PIN.

pin

Change PIN

8. Press the button on your FIDO2 security key when prompt.

8

Touch your security key.

9. Name your FIDO2 security key, and the registration is finished.

www.excelsecu.com
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Set up your security key

Name your new security key

Hint: Name it so you'll know later which key this one is.

| eSecu FIDO2 Security Key |

You're all set!

Next time you sign in, you can use your security key instead of a password to sign in.

Add another security key

5.2. Sign in with FIDO2 Security Key

1. Click “Signin”.

All Microsoft - search 2  cat @ [Signin ®

2. Click “Sign in with a security key”.

B® Microsoft
Sign in

Ema\'l, phone, or Skype

No account? Create one!

I Sign in with a security key (3) |

Sign-in options

3. Enter your security key PIN.

www.excelsecu.com
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Please enter your security key PIN.

| PIN |

Change PIN

QK Cancel

4. Press the button on the security key when prompt.

B
Touch your security key.

Cancel

5. Sign in successfully.
. N
All Microsoft ~ Search O  cCat '@ 'RR

BY Microsoft Sign out

.
om
I My Microsoft account

6. How to use FIDO2 Security Key with Google

for 2-Step Verification

6.1. Register the FIDO2 Security Key

Register FIDO2 Security Key with your Google account to make it become the second

authentication factor.

1. Login to the website: https://www.google.com/ and click Login in the top right corner.

Enter your account name and password.

www.excelsecu.com
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Google

o o

[ Enter your password

Forgot password?

2. Once you have successfully logged in, click on your Google Account.

Gmail Images 5% °

vanachiin wai

@gmail.com
Privacy
Google Account
Add account Sign out
3. Select security->2-step verification.

Google Account Q r Account E o

@ Home
We keep your account protected

[ Personal info The Security Checkup gives you personalized recommendations to
secure your account

@ Data & persenalization

B Security
Get started

2, People & sharing

B Payments & subscriptions
Signing in to Google

@ Help -
Password Last changed 5 minutes ago > g
2-Step Verification & on >
App passwords None >
Ways we can verify it's you
These can be used to make sure it's really you signing in or to reach you

https://m I i step-w i _source=goo. Tivily in your account -

4.  You will be asked to log in again.

www.excelsecu.com
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To continue, first verify it's you

\ ®

[ Enter your password

Forgot password?

5. Click ADD SECURITY KEY.

< 2-Step Verification
2-Step Verification is ON since Jun 20, 2018

Your second step

After entering your password, you'll be asked for a second verification step. Learn more

or Security Key (Default) @
{ FIDO (Added: June 26, 2018) 7

Last used: Just now
Chrome on Windows

ADD SECURITY KEY

Authenticator app
Authenticator on Android | ]

Added: January 23, 512 PM

CHANGE PHONE

SEB  Voice or teyt messane

6. You will be prompted to insert your FIDO2 security key into a USB port. Click NEXT to

continue.

Register your Security Key

1. Insert your Security Key in your computer’s USB port or connect
it with a USB cable.

2 Once connected, tap the button or gold disk if your key has one
of them

Q)

Having trouble?

CANCEL NEXT

7. When the white light of the key is flashing, press the button on FIDO2 security key.

www.excelsecu.com
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Register your Security Key

1. Insert your Security Key in your computer’s USB port o connect
it with a USB cable.

2 Once connected, tap the butten or gold disk if your key has one
of them

Ed

Having trouble?

CANCEL NEXT

8. Rename the FIDO2 security key, click DONE to finish.

Security Key registered

Your Security Key is registered. From now on, youll use it to sign in
with 2-Step Verification.

Security Key name

My FIDOZ

9. The FIDO2 security key becomes the default second authentication factor of your
account. You will be asked to use it to complete 2-Step Verification when sign in to Google

in the future.

www.excelsecu.com
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< 2-Step Verification
2-Step Verification is ON since Jun 20, 2018

Your second step

After entering your password, you'l be asked for a second verification step. Learn more

Or Security Key (Default) @
FIDO (Added: June 26, 2018) Va

Last used: Just now
Chrome on Windows

B My FIDO2 (Added: Just now) rd
Lastused: -
Chrome on Windows in Germany

ADD SECURITY KEY

‘ Authenticator app

Authenticator on Android

Added: January 23, 5:12 PM

6.2. Sign in with FIDO2 Security Key

1. Log in to the website: https://www.google.com/ and click Login in the top right corner.

Enter your account name and password, then click “Next”.

Google

() jorn

Forgot password? m

2. You will be prompted to insert your FIDO2 security key into a USB port. When the white

light of the key is flashing, press the button on FIDO2 security key.

www.excelsecu.com
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Use your security key with google.com

Plug in your security key and activate it

e |

u Jmail.com v

Verifying it's you...

Complete sign-in using your security key

3. Click Next to login.

Google
2-Step Verification

This extra step shows it's really you trying to sign
in

a som v

You're all set

D Don't ask again on this computer |

Note:

® By default, “Don’t ask again on this computer” is checked. After checking the box, the
next login will skip the two-step verification and log in directly with the user name and

password.

® You can undo trusted devices in settings to restore the use of two-step verification. Click

“Revoke All” to clear the trusted device.

www.excelsecu.com
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& 2-Step Verification

7. Usage of FIDO Manager and OTP

The Software used to configure the FIDO and OTP (TOTP/HOTP) is described in document of

“Excelsecu Manager User Manual”, you can refer to it for more details.

8 FAQ

8.1 How do linstall the FIDO2 security key to my computer?

Answer: You don't need to install it, it’s plug and play. It works with Windows, macQOS, Linux,

Chrome OS.

8.2 | have two gmail accounts, how many FIDO2 security keys

do I need to protect two gmail account. Do | need 2 keys?

Answer: You can use one FIDO2 security key with multiple accounts, but that is not
recommended. Regardless of if you're protecting one gmail account, or two - you should
register multiple keys (if the service allows it). That way, if you lose your key, or it's damaged,

or it's stolen, you will still have a backup key ready to use.

8.3 What should I do if | lost my FIDO2 security key?

Answer: Just go to the website your key already registered. On the 2-step verification tab or

www.excelsecu.com
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similar tab, delete the device. Two FIDO2 security keys are recommended, one for normal use,

the other for backup.
8.4 Does this FIDO2 security key have NFC capabilities?
Answer: No

8.5 Does this FIDO2 security key have Bluetooth capabilities?

Answer: No

8.6 What applications support FIDO2 security key?

Answer: The applications support FIDO® U2F/FIDO2 include but not limited to: Google,
Microsoft, Facebook, Dropbox, GitHub, Salesforce, Dashlane, etc.

9 Product Specs

Product eSecu FIDO2 Security Key (FD200)
System Windows, macOS, Linux
Browser Edge, Chrome, Firefox, Opera, Safari
Functions FIDO® U2F, FIDO2, HOTP, TOTP
Algorithm SHA256, AES, HMAC, ECDH, ECDSA
Size 44.7x16.0x9.0 (mm)
Interface USB-A
Protocol HID
Data Retention 210 years
Rewrite Cycle >100,000 times
Operating Voltage 5V+10%
Operating Current Max <40mA

Button

Single button

Button Endurance

>100,000 times

Operating Temperature -10~60°C
Storage Temperature -20~60°C
Operating Humidity 10~90%
Indicator Light White
Material AL, PC
Certificate CE, FCC, RoHS, WEEE, FIDO2 L1

www.excelsecu.com
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